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The Corona crisis has shown how quickly our lives can
be turned upside down. GrECo was also challenged to
demonstrate its risk management and crisis management expertise on a large scale in its own company.
Today we know GrECo has a highly professional and
crisis-proof team.
But risk management is not only useful as a security
measure for pandemics. In this magazine we provide
insights into the comprehensive range of topics that
is becoming increasingly important for all companies
due to growing threats such as natural catastrophes,
blackouts or reputational risk.
All this diversity of topics is covered by a range of
opportunities and risks. Seizing opportunities and
managing risks has become even more important in
the Corona crisis and also challenges the insurance
market, which is more complex and exciting than ever
before.
If you think, after reading this, that your company
needs more risk management as well, then you made
the right choice with us.
We wish you an informative and enjoyable read

GrECo with a strong presence in Poland
Poland is the second largest insurance market in the GrECo
Group and a very important part of the Group business.
The Polish colleagues are a well-coordinated team that goes
through thick and thin together.

Friedrich Neubrand
CEO
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Do you remember the days when you could write off bribes
against taxes and corruption was even said to have positive effects? It’s hard to believe, but this was just 25 years ago.
The fight against corruption in civil
society and internationally ceased
to be taboo in the 1990s and
expanded in the 2000s. Almost all
countries have now – often under
external pressure – adopted appropriate laws and are subject to
reciprocal intergovernmental obligations (e.g. via the United Nations,
the Council of Europe or OECD).
Finally, in 2015, all 193 UN member
states unanimously committed to
global development goals and thus
explicitly to fighting corruption.

Fairness and a good reputation pay dividends
From (anti-)corruption to compliance

“Compliance”, that is, the observance
of guidelines, has become a blanket
concept and a modern organisational requirement in the private sector.
Even if there is now a feeling of disillusionment because there are no rapidly
effective formulas for a solution or
methods for ethical deep cleaning
with a long-lasting effect, and compliance is more like a marathon than a
sprint, this is the new “normal”. And
that’s a good thing.
Hyper-moralisation as a risk
Is there such a thing as too much compliance? To paraphrase Paracelsus:
yes, even at the best of times. Three
phenomena are prominent here.
1. The trend towards over-regulation:
Complicated issues require specialists and create bottlenecks
and monopolies. The original
procedure for preventing a risk is
itself a gateway for this very risk.
2. Overloading: Compliance may
have been the “internal fight
against corruption” until recently, but it is currently burdened
with additional responsibilities
and is sometimes overloaded.
Some examples: COVID-19,
agility, change, CSOs, data protection, gender, global warming
& climate change, renewables &

portfolio standards. The question remains as to whether new,
predetermined breaking points
will be created as a result of the
overloading and specific approaches will be diluted whether we
like it or not.
3. Hyper-moralisation: the philosopher and entrepreneur Reinhard
K. Sprenger made the following
comment in the NZZ some time
ago: “Discord is spreading in
western societies: moralisation
and associated evangelicalism
[…]. We are pouncing on everything that can be ‘tribunalised’.”
However, compliance should be
based on facts and a stable moral
consensus and not driven by
outrage and moralising.
Public versus private –
Double standards?
More than 180 CEOs of leading US
companies made people sit up and
take notice with an open commitment in August 2019. They may have
previously been committed to shareholder value, according to which
the single social responsibility of
companies is to maximise profits, but
other values such as fairness, justice,
ethical behaviour towards employees,
suppliers, the community, etc. are
now also parts of the responsibility
portfolio. People would generally
ask for “More decency!” here. This is
exactly what legislators postulate for
the private sector in many countries,
up to the liabilities of the CEO and
board. Given the scandals in Austria
as well, one must wonder whether
here too, from a political perspective,
water is being preached and wine is
being drunk.
Collective action or back - to where?
The role of economic activity,
especially by major corporations
as part of collective action, should

not be underestimated. It doesn’t
immediately have to be gold-plating,
i.e. overfulfilment. An ethical solid
plating should be good enough
to start with. It’s just like in 2014
when umpteen CEOs of DAX-listed
companies wrote an open letter to
Chancellor Merkel and called for
ratification of the UN Convention
against Corruption (UNCAC), which
was long overdue in Germany. Until
then, the country lagged behind as
the penultimate G20 nation, and this
had a negative impact on business
locations. The CEOs knew this and
took action: collective action at its
best. Fairness and a good reputation
pay off in the long term.

Martin Kreutner
Dean Emeritus of the International Anti-Corruption
Academy (IACA)
m.kreutner@outlook.com
T +43 664 5166206
Martin Kreutner studied law (Innsbruck) and
social sciences (Leicester/UK). He is Dean
Emeritus of the International Anti-Corruption
Academy (IACA) and international expert in
Anti-Corruption & Compliance for the United
Nations, the Council of Europe, the OSCE,
the World Bank and the Austrian Chapter of
Transparency International.
He has multiple board memberships and teaching assignments and lectures at international universities and academies.
In 2014 and 2015 Martin Kreutner was included by Ethisphere (US) in the list of the "100
Most Influential People in Business Ethics".
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Manage receivables safely!
Especially in difficult economic times, the risk of credit default
plays an explosive role. Every supplier who sells his goods or
services on open account with a payment term is exposed to
this risk. In the short term, the receipt of payment is at risk, in
the medium and long term, sales can drop off.
The success of a company is also
determined by taking the "right"
risks. Managing credit risks also
means estimating the payment
risk of customers as accurately as
possible and operating efficient
credit management.
In times of crisis, companies often unintentionally become larger "lenders", as
is the case now, as many customers are
already asking their suppliers to extend
payment terms. However, unplanned
changes in the period during which
capital is tied up can create deadline
risks for the company and endanger its
own liquidity.

Crisis and Credit Management
in one go!

GrECo
JLTclients
Specialty
What our
say
Financial Institutions

Credit insurance is the best solution to cover receivables from
the delivery of goods or services. Because the greater the loss
of receivables, the greater the threat to your own company.
We provide tailore-made solutions.
Finanzinstitute
zahlreichen Risiken ausgesetzt, die auch
GrECo JLT sind
Specialty
existenzbedrohend
werden
können. GrECo JLT informiert über
www.greco.services
Construction
die Financial Lines - versicherbare Risiken für Banken.

Internal data in particular provide the
first indications of imminent payment
difficulties on the part of customers.
Even healthy companies can get into
financial turmoil. If this happens,
professional risk monitoring by the
insurer is advisable for the supplier.
The most common early warning
indicators are:
▪ A change in payment behaviour,
a strong deterioration in payment
discipline, an extension of payment
terms as well as an unjustified
discount deduction despite the

utilisation of the payment term.
▪ A significant reduction in the
usual order quantities (possibly
lack of demand) or an extraordinary increase (possibly a sign
that other suppliers are already
withdrawing due to negative
indications).
▪ Unexpectedly demanded payments
on account, partial payments or
unfounded complaints.
▪ First signs of liquidity deficiencies,
such as uncashed bank debits, bill
protests or bounced cheques
▪ Instalment payment plans.
A closer look should be taken at
financial risks, especially liquidity
risks. The monitoring of these risks
ensures that a company's solvency is
maintained at a level that is essential
for its existence.
Challenges for credit management as
part of working capital management:
▪ Up-to-date and comprehensive
information about one's own receivables structure and the payment
behaviour of customers is crucial
for the management of receivables, especially now.
▪ Your dunning strategy, which
includes the start and end, frequ-

ency, number and type of dunning
notices, is well established.
Examine the customer portfolio.
The dunning activities can vary
depending on the fulfilment of
defined criteria (e.g. amount due,
customer risk class, countries, etc.)
▪ Check your room for manoeuvre
within the framework of the
planned corporate development.
Permanent monitoring of the
receivables makes current developments clear and thus enables
you to react quickly to negative
trends. In this way, the necessary measures can be initiated
immediately in order to identify
problematic developments in the
receivables at an early stage and
to counteract them.
Companies like to use credit
insurance to secure supplier credits.
This at least partially shifts the
risk of default.

Mag. Lisbeth Lorenz
Competence Center
Manager Credit
T +43 5 04 04 280
l.lorenz@greco.services
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The footprint in the insurance market
An IT-controlled risk assessment & monitoring tool from
GrECo ensures the transparent depiction as well as the
management and monitoring of operational location
risks. This is increasingly important for property and
business interruption insurances.

More and more insurers are focusing
on restoring measures in property
and business interruption insurance.
Companies are therefore increasingly
realising that it is difficult to find the
necessary insurance capacities for
badly protected or loss-affected risks,
especially in exposed industries.
It is all the more important for
companies to know their own risk
quality and to manage it. Which
improvement potentials make
sense? How can the risk quality,
implemented and planned improvement potentials and their positive
effects for risk carriers and other
stakeholders be presented transparently and interactively? These
are the decisive factors not only to
ensure the continuation of the operations in the best way possible,
but also for tailored insurance
solutions for property and business
interruption risks. It is ultimately
a matter of addressing the appropriate insurance markets as part of
effective balance sheet protection.
The GrECo risk assessment &
monitoring tool
GrECo Risk Engineering GmbH
has developed a risk assessment
& monitoring tool to create risk

profiles; this tool has already
been used successfully for several
years. The tool depicts the entire
risk management cycle from
identifying and assessing to the
management and monitoring of
operational risks.
Risks are identified based on
documents, on-site inspections and
interviews with GrECo risk consultants. They prepare risk maps for
specific industries in advance, that
show relevant topics and define
protection requirements. The data
recorded as part of the risk identification is compared with the
defined requirements and evaluated.
Negative discrepancies then reveal
potentials for improvement that are
documented in a list of measures.
A risk ratio is determined and the
risk profile is presented based on
defined categories.
The GrECo risk assessment & monitoring tool therefore offers an
objective, transparent and simple
depiction of the risk situation.
If a company has several similar
locations, it is also possible to
benchmark the risk quality of these
locations. The tool can also be used
for risk comparisons in an industry.

Cost-benefit analysis as a basis
The knowledge of its own risk
profile evaluated by experienced and independent experts is an
essential requirement for defining
the future risk strategy and the
effective use of safety equipment
based on objective evaluationcriteria. A cost-benefit analysis
completes the functions of the tool.
This provides the management
with a basis for making decisions
on prioritising measures and the
investment involved. All this strengthens the company’s underwriting
footprint in order to ensure sufficient capacity at risk-adequate
premium costs for property and
business interruption insurance,
even in an increasingly difficult
insurance market.
If there are any questions about the
risk assessment & monitoring tool,
GrECo Risk Engineering GmbH’s
team will be happy to answer them.

Johannes Vogl
General Manager
GrECo Risk Engineering GmbH
T +43 5 04 04 160
j.vogl@greco.services
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“We consider ourselves as a service company”
The experts from GrECo Risk Engineering

The better the risk situation of clients can be assessed, the
more specific the GrECo insurance specialists can make
individual and tailored insurance concepts. The key to
this is risk engineering.
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The structured evaluation and transparent presentation of the actuarial
risk is carried out using the self-developed risk assessment and monitoring
tool (see article “The footprint in the
insurance market”). There is also an
increased focus in GREG risk analyses
on newer insurance lines such as cyber
or reputation. The priority here is to
determine possible loss potentials as a
basis for defining the scope of cover.

Risk engineering depicts risk management professionally
and creates an essential basis for the tailored servicing of
our clients. In order to fulfil this key role, in 2012 GrECo
founded its own successful subsidiary in GrECo Risk Engineering GmbH, GREG for short. The tasks of GREG are
divided into two areas:
1. underwriting support and
2. risk management and engineering services.
“We consider ourselves as a service company for our
clients and for the GrECo Group. This enables us to make
a major contribution to providing all-around service as
the leading Austrian risk and insurance consultant. As
a result of the large number of different projects and a

targeted training and further education programme, my
team is continuously developing both professionally and
personally. This is also the basis for expanding and professionalising services. The main objective is to promote
risk awareness and improve the risk quality of our clients,”
explains Johannes Vogl, General Manager of GREG.
Underwriting support
Underwriting support includes the actuarial risk evaluation of
existing GrECo clients and the provision of risk information for
sales projects. The same applies there: the better known the
risk situation is, the better the GrECo insurance specialists can
make individual and tailored coverage concepts. The focus
here is on the insurance segments of business interruption,
liability and technical insurance policies.

Risk management &
engineering services
Companies will be supported
directly with risk management and
engineering services. The main
objectives here are loss prevention, continuous risk improvement
and crisis and business continuity
management. However, if a loss
should still occur, structured claims
management and post-loss analyses
will be offered so that the “lessons
learned” can also be identified and
effectively implemented.
Risk engineering services include
preparing or verifying (“second
opinion”) safety concepts (fire protection, physical security, natural

disaster protection), risk due
diligence checks of new buildings
and M&A projects, as well as
added value analyses along the
entire supply chain.
In terms of risk management, GREG
helps its clients to establish and
develop management systems for
operational risks and enterprise risk
management systems. Special topics
such as cyber and crime or system
and machine security round off the
extensive range of services; this also
involves cooperating with a selected
partner network.
About GrECo Risk Engineering
GREG has grown continuously since it
was founded. The core team in Austria
currently consists of five highly-qualified engineers. They are supported
by an extended team from Austria
and the other GrECo countries. The
cooperation between the different
specialists allows clients to be offered
an extensive range of services. The
team is characterised by its great flexibility and creativity. It understands the
clients’ requirements and implements
them in the form of tailored services.

Autumn 2020

GREG focuses on uniform standards
and quality. A regular exchange of
ideas is a key success factor here.
Close cooperation with the entire
international insurance market
makes it possible to recognise the
latest trends at an early stage and to
prepare clients for them.

Johannes Vogl
General Manager
GrECo Risk Engineering GmbH
T +43 5 04 04 160
j.vogl@greco.services
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Industrial insurers are currently
increasing their premiums to avoid
the losses of recent years and to
be prepared for the higher burden
of natural disasters - caused by
climate change. Many major
groups are therefore realigning
their risk policies and increasingly
seeking alternative solutions to
position themselves more flexibly
in this volatile market environment
and to counteract the announced
premium increases.

Captives & Virtual Captives very popular
Premiums in industrial property insurance are currently
rising massively. Even in the case of long-term, claim-free
insurance policies, industrial insurers see a need to adjust
their premium calculations. This is bringing alternative
concepts such as captives or virtual captives onto the scene.

The predominant idea is to bear a
larger share of the corporate risk
yourself and thus save on the costs
of risk transfer. This strategy works
particularly well if damage prevention and risk management are given
a correspondingly high priority in
the company. As a rule, the higher
level of own risk is achieved by
increasing the deductible. This
measure reduces the insurer's risk
and all claims up to the agreed
amount remain with the policyholder, the company.
Alternative concepts are increasingly
being used to increase self-support, e.g. self-insurance within the
framework of a so-called captive.
This is a separate insurance company
that is wholly owned by a company
not active in the insurance industry
and insures insurance-related risks
from the family of companies.
There are more than 6,000 such
captives worldwide, which are preferably established in regions such
as Malta, Luxembourg, Isle of Man,
the Bahamas or Labuan. In addition
to tax advantages, the regulatory
requirements and the low minimum
capitalisation usually favour the establishment and operation of captives
in these domiciles.
How captives work
A premium is paid to the captive for
assuming the risk, which in return
pays the claims up to the agreed
self-retention. If the claims experience is good, the parent company

then participates in the underwriting profits and the income from
the invested capital of the company.
Captive in risk and insurance
management
The captive also plays a central role
in the risk and insurance management of a group company and can
thus contribute to the long-term
stabilisation of insurance costs.
Other advantages of having one's
own insurance company include
direct access to the reinsurance
market and the possibility to arrange
insurance cover autonomously.
It only makes sense economically
to set up and operate a captive
if a sufficiently large premium
volume (more than 1 million EUR)
can be ceded to the company,
because otherwise the effort and
annual costs for administration
and management would not be
worthwhile. The necessary capitalisation also requires a financially
strong parent company, which is
also prepared to bear the Group's
own risks itself and has adapted
its corporate risk management to
these high requirements. Extensive
feasibility studies must also be
carried out in advance, using historical loss data and stochastic
calculations to determine the
structure and level of ownership
and to examine the choice of
suitable domicile.
Virtual Captive
For companies that do not reach
the critical size mentioned above,
a so-called virtual captive could
possibly be considered as an alternative to setting up their own
insurance company. In this concept
the insurer organises the financing
of the client's risk assumption
either through a special "multiyear
insurance agreement" or alternatively by renting a "cell" from
a Protected Cell Captive (PCC)
operated by a provider. Both options
have the advantage that the fulfilm-

Autumn 2020

ent of regulatory requirements can
be outsourced and the origination
costs can be significantly reduced.
A PCC consists of a core and any
number of financially independent
cells, whereby the assets allocated
to the cells are legally isolated from
one another and thus protected.
The implementation of such
concepts is currently also offered
by some participants in the traditional industrial insurance market.
The insurers act here primarily as
primary insurers of the insurance
programme, but also organise
ownership in the form of a virtual
captive, which then assumes part
of the insured risk as reinsurer.
Despite the fact that the implementation is simpler compared to
the own captive, the amount of the
deductible should also be analysed
actuarially and adequate economic
efficiency checks should be carried
out before the risk financing is
restructured.

Ing. Rudolf Schiel
Competence Center Manager
Property & Engineering
T +43 5 04 04 355
r.schiel@greco.services
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Climate change & Co
How technological development and big data can
improve the resilience of companies to natural disasters.
Parametric insurance is establishing itself as an alternative
to protection from natural disasters. Swiss Re reports!
The demand for parametric insurance policies is growing,
last not least because their benefits go beyond weatherrelated events. From the Internet of Things, automation
and sensors, to artificial intelligence and big data to smart
data, the business world is technologically more advanced
than ever before.
Existing systems and supply chains are digitised, production facilities are becoming automated, and factories and
microchip sensors are starting to predict maintenance requirements and potential breakdowns before they occur.
All this technology generates a lot of data – big data – that
can offer great insights into the next major risk event. And
insurers are making this data the focus of their innovative risk
solutions so that their clients can be more resistant to diverse
risks such as climate, weather and natural disasters.
Wind risk as an example
Let us take a practical example. An energy supply company
in Europe classifies winter storms as a major risk to its power
lines. Strong winds may not only cause direct damage to the
distribution network, but also uproot whole trees or break off
branches which then fall onto the (power) lines.
The client was searching for efficient protection for its nationwide low-voltage distribution network. The risks for power
lines were practically not insurable with traditional insurance
solutions. The client was also keen to avoid any uncertainties with claims processing (due to it being difficult to
estimate the costs for the reconstruction and upgrading of

the network) and to ensure that quick payment was made in
the event of a claim.
The parametric insurance solution enabled the client’s wind
risk to be covered. An index was developed in close cooperation with the client, which describes the damage as a
function of the measured peak wind speeds. As the wind
data is calculated independently and is available quickly, the
client can expect the claim to be dealt with fast and simply in
the event of an incident.
As there are sometimes large sums of money at stake,
many industries are actively looking for more innovative risk
transfer options to protect themselves against the increasing
threat caused by weather-related damage.
Technology and data are a considerable part of the
solution here. Weather stations and measuring instruments provide clear and independent information on
wind conditions. Along with the historic data from these
measuring stations, the information is structured as a
customised payment formula in order to depict the underlying risk in the best possible way.
The data from the measuring stations is aligned with predefined triggers determined in cooperation with the client in
order to define the time and amount of the payment.
The advantages
There are three main advantages to parametric insurance:
1. Parametric insurance policies are a simplified and

more transparent version of traditional insurance
policies, as fixed payments are made if the measured data (e.g. wind speeds, water levels, soil accelerations) reach or exceed critical threshold values.
Parametric insurance policies are therefore geared
towards the incident and not the actual loss.
2. Another advantage is the quick payment of claims.
It often takes months or even years with a traditional insurance policy until claims resulting from
business interruptions (BI) are settled, as the loss
must be analysed and confirmed before a payout
is agreed. A parametric insurance policy reduces
the steps to payment of the claim. On-site visits
no longer have to be made and forensic examinations and claims settlements no longer have to be
completed before a claim is paid. If the insurance
trigger is activated, the payment will be made in a
few days without delay.
3. The certainty of compensation is also advantageous. There are often uncertainties with traditional insurance policies: you sometimes only know
how high the insurance cover is once a loss situation has been examined. There may also be disputes
about the amounts. Parametric insurance policies
put an end to these uncertainties, as all payments
are agreed in advance and are therefore fixed. The
payments can be used to cover all direct and indirect costs incurred as a result of the insured event.
Parametric natural disaster cover may also make sense in
addition to or for the restructuring of property programmes, as these risks to individual exposed locations can be
systematically “outsourced” and covered. High limits for
individual locations and rapid compensation in the event
of a loss that guarantee liquidity, can offer great added
value in sectors such as Construction, Energy, Automotive, Transport & Logistics, among others.
Outlook: extending triggers
Despite the fact that the solution is typically applied to
weather-related events (to improve resistance to climate
risks), we are starting to discuss how we can also apply
the principle of parametric insurance to other risks.
AI, IoT, sensors, automation. All these components
generate so much data on all risks in all industries, from
machine failures to business interruptions without
physical damage, that it is only a question of time
before an agreement is reached on triggers from sensor
data for risks which go beyond weather events and
natural disasters.
As long as we can ensure that data is collected objectively,
independently and reliably, we can develop parametric
insurance policies for many complex risk situations.
The future for parametric insurance policies is indeed
bright and is continuously expanding with new data that
can be collected and analysed systematically.

Autumn 2020

About Swiss Re Corporate Solutions
Our Corporate Solutions division provides direct insurance for
medium and large companies.
Our extensive knowledge and expertise enables us to understand the risks you face today, anticipate the risks you face tomorrow and adjust your cover accordingly. Our aim is to make
your company and the world more resilient.
Swiss Re Institute
The Swiss Re Institute uses the risk knowledge of the Swiss
Re Group to conduct data-driven research across all business
areas and to collaborate with renowned organisations and research institutions such as ETH Zurich and the World Economic
Forum. The Swiss Re Institute promotes the sharing and joint
use of knowledge and supports decision-making processes with
topic-related publications, client events and conferences with
its own research staff.

Tanja Dippel
Customer & Distribution
Manager Austria,
Swiss Re Corporate Solutions
T +49 89 38441024
tanja_dippel@swissre.com

Tanja Dippel studied economic policy, English and Romance languages and literature at the Westphalian Wilhelms University in Münster. After working as a risk manager for the Hoerbiger group of companies she joined GrECo International AG and Marsh Austria GmbH.
Since the beginning of 2017 she has been Customer & Distribution
Manager Austria for Swiss Re Corporate Solutions.

Jan Bachmann
Head Innovative Risk Solutions
EMEA
T +41 43 285 21 42
jan_bachmann@swissre.com

Jan Bachmann heads the Innovative Insurance Solutions EMEA department at Swiss Re Corporate Solutions - responsible for marketing,
structuring and underwriting of non-standard reinsurance and direct
insurance solutions.
Corporation Solutions' Innovative Risk Solutions department deals
with tailor-made Re/Insurance, captive solutions, parametric covers,
non-traditional BU covers, run-off and many other "out of the box"
solutions. box" solutions. Jan Bachmann studied Business Administration and Marketing at the Zurich University of Applied Sciences.

Martin Hotz
Head Parametric NatCat
T+41 43 285 68 57
martin_hotz@swissre.com
Martin Hotz heads a team of natural hazard experts at Swiss Re
Corporate Solutions, which focuses on the structuring of parametric
insurance solutions.
Martin Hotz studied environmental sciences at the Swiss Federal Institute of Technology in Zurich and worked for Zurich Insurance Group
for eight years before joining Swiss Re Corporate Solutions in 2014.
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Digitisation as a challenge and
a new opportunity
Risk management à la A1

Changes in the digital world also have an impact on the
risk management of companies and pose new challenges
to many risk managers, but also offer new opportunities.
A report on practical experiences from Martin Cerny,
Finance Insurance Manager at A1 Telekom Austria AG.

The digital transformation poses
major challenges to companies.
The complexity, the amount of data
and the speed are increasing. Risk
management is therefore encouraged to use the new options for digital
data flows and to continue to develop
its own instruments along with technological advances.
The objective of risk management to
identify threats and dangers, assess
and communicate risks generally
remains unchanged. Risk management and risk control plays a central
role in the risk management process.
The aim of this process is to change
the risk situation positively by implementing measures to prevent and
reduce risks. However, modern risk
management also has the task of
identifying opportunities and making
them transparent.

Helping others to help themselves
as the standard
The measures arising from the risk
management process are often only
taken in accordance with legal requirements and risks are transferred
by taking out insurance policies. A
guideline was implemented in ISO
standard 31000:2018, that integrates all company divisions into
risk management. This specifically
involves analysing risks and opportunities from the operational processes
right up to strategic management.
Digitisation in the telecommunications industry
Taking the example of telecommunications, the complexity of changing
from the analogue world to the digital
age can be demonstrated in a very
striking manner. The telephone system
was originally simple voice transmis-

sion from one location to another.
Telephone networks were later used
to transfer data. Telephone technology then became digital and
increased in complexity. Nowadays,
the exchange of information increasingly occurs between networked
machines. A technical separation of
networks and services is now being
carried out with the introduction of
IP-based networks. Thanks to increasing data transfer speeds, these
networks allow for new applications
such as cloud services. Lastly, virtual
connections can be established in
the digital network and this means
that a physical connection between
two communication end points is no
longer required.
Digitisation ultimately leads to a transformation of value-added processes
and entire value-added networks, and

risk management becomes considerably more complex as a result of this.
Digitisation in risk management
Digital opportunities can be used as
part of risk identification in order
to work with a wider database
using big data. Risk managers use
machine-based real-time analyses,
artificial intelligence and early
warning systems to help them with
the risk analysis. This is essential in a
world of dynamic changes in the risk
landscape. With the growth in the
development of digital networks, the
focus of risk management is increasingly on cyber risks, and not only in
technology sectors. This is also shown
by the renowned risk barometer of
Allianz Global Corporate & Specialty,
in which cyber incidents topped the
list of the most significant business
risks for the first time in 2020. There

are also increasing regulatory requirements for handling data such as, for
example, the EU GDPR (the basis of
general data protection law since
25 May 2018).
Risk assessment also uses the
numerous IT-based evaluation options
such as data and predictive analysis
methods. The resulting risk ratios are
used in the form of reports for the decision-making process.
When it comes to managing risks,
the opportunities and dangers of
digitisation are closely connected.
Digitisation enables identified risks
to be monitored in real time and risk
measures to be adapted rapidly. The
complexity of digital networking, on the
other hand, involves increased interactions between individual measures.

Martin Cerny
Finance Insurance Manager
A1 Telekom Austria AG
T +43 50 664 21572
martin.cerny@a1.at
Martin Cerny heads the "Insurance Management" of A1 Telekom Austria and is
the managing director for the "Car Rental"
division. The insurance broker and certified risk manager was previously head of
department at LeasePlan Austria Fleet
Management and managing director of FP
FleetProfessional GmbH.
A1 Telekom Austria is the leading communications provider in Austria with more
than 5.4 million mobile and 2.3 million
landline customers and operates its own
networks for mobile as well as locationbound telephony.
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Blackout all over Europe, and then?
Taking precautions and helping people help themselves

A pan-European power and infrastructure failure,
a so-called blackout, would bring our society to the
brink of collapse within a few days
Neither the people nor the
companies or the state are prepared
for these kinds of wide-spread utility
failures. We are living in a dangerous
state of false security. But how
realistic is this scenario and what
would be its consequences?
The European power grid is one
of the most reliable in the world.
From a risk calculation perspective,
the likelihood of a complete failure
is very low, as this sort of event
has never happened in Europe.
However, the challenges to secure
grid operation and the risk of major
disruptions or failures have been
increasing for many years.
There are many reasons for this.
They range from a power market
that knows no physical limits, to

Phase 1
Phases of a Europe-wide
power and infrastructure
outage ("blackout")

No power
Total
standsll

Hours

an energy revolution that ignores
systemic interrelationships and
only calls for the replacement of
individual elements, to new vulnerabilities arising from increased
connectivity.
First phase of the blackout
A disruption can spread across large
parts of Europe within seconds. It
could take a week before the entire
European grid system is working reasonably again. However, that is just
the first phase of a blackout that grid
operators have been anticipating
for years. Emergency power generators are often used in other areas as a
security measure. However, they can
only cover a fraction of actual requirements. Performance is usually highly
overestimated and susceptibility highly
underestimated in this situation.

The longer the power failure
lasts, the more difficult and timeconsuming it is to reboot these
systems. This means that neither
the production nor the distribution logistics or sale of goods are
possible. Fuel logistics would not
function either. There are simply
too many – and often ignored –
dependencies in supply logistics

Phase 3

Phase 2
No
telecommunicaon
Standsll

Days

Second phase of the blackout
The second phase of the blackout
until telecommunications services
(fixed and mobile networks,
internet) are working reasonably
again is also completely underestimated. A recovery period of at least
a few days should be anticipated
due to expected hardware damage
and overloads. The duration of the
power failure is decisive here.

Restarng infrastructures and
restoring supplies

Weeks

Months

Years

and many of these are transnational. Just two examples of many:

broader scale in the second week at
the earliest.

1. in a local power failure, a key
network component loses its
configuration and the entire IT
network and telephone system
no longer work;

Generally speaking, employees and
members of the emergency services
or companies are not much better
prepared and organised than the rest of
society. However, if people are in crisis
at home and are starving, they will not
come to work to reboot the systems or
to maintain an emergency supply. This
is the start of a vicious circle

2. a necessary online connection to
the cash register drops out at a
petrol station being supplied with
back-up power and prevents fuel
from being distributed.
Third phase with timeconsuming restarts
A chain is only as strong as its
weakest link. Supply bottlenecks
lasting several months are to be
expected as a result of serious
damage and total failures in food production, food processing and food
distribution. This means that timeconsuming restarts are also to be
expected in phase 3.
As an Austrian security research
study has shown, around one-third
of the population thinks it will be
self-reliant for a maximum of four
days. For an additional one-third,
the figure is seven days. However, it
will only be possible to restart on a

ons in supply and a prerequisite for
a resilient society. In order to ensure
that more and more people take
precautions, it is essential to issue
safety communications and information openly and honestly.
It remains to be seen whether the
coronavirus crisis will cause a change
in mindset in the long term

Help the people to help themselves
Helping the people to help themselves is the main basis for all other
necessary measures. Only when as
many people as possible are able
to keep their heads above water for
at least two weeks will a rapid and
extensive restart be possible.
However, there is a lack of
awareness of this because there is
hardly any risk and safety communication, usually out of misconceived
consideration. “We don’t want
to unsettle people,” is a recurring
statement.But it is precisely this
appeasement that provokes early
escalation and uncontrollability.
A population that is self-sufficient is
essential for any type of interrupti-

Herbert Saurugg, MSc
President of the Austrian
Society for Crisis Prevention
T +43 660 3633896
praesident@gfkv.at
www.krisenvorsorge.jetzt
Herbert Saurugg, MSc, was a career officer in the Austrian Army for 15 years. Since
2012 he has been trying to draw attention
to the increasing social vulnerability. He is
now considered an international blackout
expert. At www.saurugg.net he runs an
extensive professional blog with further
background information and assistance.
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Digitalisierung
SPOTLIGHT: You have been working for
an international insurance company for
the last 20 years. In your opinion, how
will international insurance programmes develop in the future?
SCHMITT: The current pandemic
has certainly put a slight damper
on globalisation. The question will
be whether this damper will have a
long-term effect. Therefore, it is not
possible to give a general answer to
this question, because the development of international insurance
programmes depends heavily on
the development of companies. In
addition, the regulatory framework
in individual countries is constantly
changing, which makes it difficult
to implement a truly international
insurance programme.
SPOTLIGHT: What do you currently
recommend when advising a client
on this subject?

"As brokers, we have to be on top of
things all the time"
Andreas Schmitt, new member of the board of GrECo,
talks about the advantages and disadvantages of
international insurance programmes and why it is
important to focus on the needs of clients.

SCHMITT: It is important to deal
intensively with the company:
How and in which countries is the
company positioned? What is the
company's culture, is it centrally or
decentrally managed? What are the
individual dependencies of the production locations? Who and where
are the company's customers? We
then jointly analyse the operational risk. To this end, we draw on
the expertise of our risk specialists,
among others. Thereafter we check
which of these operational risks can
be insured, develop an insurance philosophy together with the client and
only then can we make a recommendation. In the end, this can be a fully
integrated insurance programme, an
internationally coordinated insurance
programme, a mixture of both, or
local solutions in the respective
countries. The added value for the
client ultimately defines the solution.

wishes and requirements can usually
be implemented. These wishes
and requirements are actually not
relevant for the group of companies
and are therefore often not included
in the international insurance
programme. The disadvantage is that
each country does what it wants,
which makes it difficult to achieve
a uniform safety standard in the
group of companies. The costs for
the group of companies are often
many times higher in total, since, for
example, the insurance sums have to
be made available per country.
In the integrated programme, on the
other hand, insurance is managed
and purchased centrally by the
Group. Where necessary, local
insurance policies are installed. The
disadvantage: a limited insurance
market. The advantage: a uniform
security concept and often lower
insurance costs overall.
The internationally coordinated
insurance programme and the mixed
form (e.g. Europe in an integrated
programme, the remaining countries
with local, so-called non-program policies) attempt to combine
the advantages of the two abovementioned forms, but have the
disadvantage that they are rather
more administration-intensive.
However, these are only rough
indications, there are many more
advantages and disadvantages. To
know which is the appropriate way
always depends - as mentioned
earlier - on the company and its positioning, philosophy, etc. Basically
we are talking about the decision
centrally (fully integrated insurance
programme) versus decentrally (no
insurance programme).

SPOTLIGHT: What exactly are the
differences?

SPOTLIGHT: Why might it make
sense to insure certain risks in one
country separately and thus outside
the insurance programme?

SCHMITT: With local solutions,
each country takes care of its own
insurance coverage. The advantage
of this is that local management
usually has a high level of acceptance because local, individual

SCHMITT: Every insurer has a
different underwriting policy, i.e.
what kind of risks they want to insure
and what kind of risks they don't.
Sometimes it even happens that
within an insurance group the indivi-

Autumn 2020

dual national companies act differently
in this respect. An example: Insurance
company XY in Austria does not insure
a foundry, whereas the sister company
in Bulgaria does because it has had
positive local experience with it.
SPOTLIGHT: Does the respective
market phase of the country also
play a role?
SCHMITT: Definitely. Take a current
look at Eastern Europe. This market
is far from being as well developed
as Germany and Austria, for
example. It may well be that a local
risk is sometimes insured more
cheaply than in Austria or Germany
- although it must be said that the
internationalisation of insurers
counteracts this, because that is
exactly what the large insurance
groups are trying to avoid. It will be
exciting to observe this. As risk and
insurance managers, we have to keep
our eyes on top of things in order to
get the best out of it for our clients.

Andreas Schmitt
Member of the Board
Rsik and Insurance Technique
T +43 5 04 04 270
a.schmitt@greco.services
Andreas Schmitt is an insurance professional with comprehensive know-how.
Over the past 20 years he has held various specialist and management positions in the insurance industry, including
17 years in the corporate insurance sector, most recently at Allianz. After completing his university education, Schmitt
started his career in Germany. He has
now been working in Austria for ten years. Since 1 July 2020, Andreas Schmitt
has been a member of the board of GrECo
International AG and is responsible for
the risk and insurance techniques.
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Around the world ...
The COVID-19 pandemic has made at least one
thing clear: the risks for business travellers are on the rise.
However, it remains interesting for SMEs to extend
their radius of activity, as global sales channels
offer financial opportunities. But it is advisable
to take a few precautions.
Business travellers are usually focused
on their task and do not think too
much about their own risks before
taking a trip – if it doesn’t actually
involve Iraq, Syria or other conflict
zones or if, unlike recently, a pandemic
breaks out, there is a risk of infection
and borders are closed.
Companies often neglect their legal
duty of care. This was the case with
Mr L. who was meant to be taken

from the airport to his hotel by taxi
in an Eastern European country.
At a red light, two men got into
the vehicle all of a sudden and threatened him with a weapon.
Mr L. abruptly realised the seriousness of the situation. He was
kept at a remote location for five
hours, beaten and forced to disclose
passwords and the PIN codes for
his credit cards – in what is known
as an “express kidnapping”.

In South America, the perpetrators
often sell the victim on to criminal
organisations if they consider
that this would be “lucrative”. The
hostage then has a higher going rate
and the holdup becomes directly an
abduction with a ransom demand.
Professional crisis management
plays a major role in an abduction
where a person’s life is at stake.
Only very few companies have their

own corporate security or experience with these sorts of incidents.
Kidnap & Ransom insurance
Travel safety means being
prepared and planning the first
steps before you start your trip.
Country information from authorities and private service providers
is available online on different
platforms. They mainly provide
a good general overview of the
relevant risks, but are not a “cureall”. It is very important for the
traveller to remain alert, and this
can be ensured through travel
safety training with advice on
assessing realistic dangers, cultural
factors, what to do in the event
of criminal attacks, and how the
traveller can personally detect and
defend himself against attacks.
Kidnap and ransom policies not
only cover payment of the ransom,
but also the costs of crisis consultants, recovery or evacuation and
other additional services. As part
of their duty of care, insurers

also sometimes offer preventive
training by professionals or preparatory guidance for travellers.
The trend within the DACH region
is clearly moving towards crisis
consultants from German-speaking
countries. Their understanding
of economic, legal, linguistic and
cultural requirements guarantees
a reasonable basis for cooperation in a spirit of trust. A 24/7
crisis hotline helps with managing
unpredictable events.

Andreas Radelbauer is Managing Director of Corporate Trust Business & Risk
Crisis Management GmbH in Austria. He
has gained his professional experience in
the military, UNO and federal police. He
completed his "Academic Crisis and Disaster Manager" degree with excellence
in 2005. Active in the free economy since
1999, these times were characterised by
numerous activities with the most diverse
security topics. Radelbauer has advised
national and international companies on
the establishment and further development of risk-minimising security topics
and has also supported them in actual
crises as a responsible crisis consultant.
His areas of responsibility include security
and crisis management, foreign security,
conducting negotiations in cases of extortion and kidnapping - not only in an
advisory capacity, but also in operational
implementation.
His global assignments have enabled him
to build up a worldwide network. Operational areas: Iraq, Afghanistan, Syria, Somalia, Yemen, Algeria, Sudan, Brazil, Mexico, Venezuela, Russia, North Caucasus,
Eastern Europe, etc.

Andreas Radelbauer
Managing Director/CEO
Corporate Trust
T +43 1 318 0151 0
info@corporate-trust.at
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Africa is the fastest growing region
in the world
Jonathan Höh from the global network of GrECo nova
insurance specialists spoke with pan-African insurance
broker OLEA about the conditions in and peculiarities
of that fast growing – but largely unstable – region.
HÖH: Why do we often have the
wrong idea when we think about
the size of Africa?
OLEA: For a long time, Europe was
deliberately enlarged on maps to
symbolise its power over other continents and countries. This is why
Africa appears much smaller than it
is in reality. In fact, Africa has a total
area of 30 million km². Compared
to this, China and the United States
each measure just 10 million km².
HÖH: Are you expecting major
growth in Africa in the coming years?
OLEA: Africa is the fastest-growing
region in the world, even faster
than South East Asia. Six of the 12
fastest-growing countries in the
world are in Africa. The emergence
of a new middle class and considerable improvements in economic
governance are two important
factors for long-term growth.
Logistics is becoming more and
more important, as are telecommunications and energy.
HÖH: What are the main risks for
European companies doing business
in Africa?
OLEA: Aside from the complicated political environment in most
African countries, political violence
and terrorism must also be taken
into consideration. The World
Economic Forum identifies the
failure of national governments,

financial crises and illicit trade as
the main risks in this region. Social
instability and the provision of
resources are also problematic.
Energy price shocks and water crises
are possible.
HÖH: What does the African
insurance market look like?
OLEA: The insurance market is still
very immature throughout Africa –
with the exception of a few markets
like South Africa. Market penetration
is below 3%. Ten countries account
for 90% of all premiums paid on the
continent. However, many markets
in Africa are currently making
progress in the insurance market.
This development is boosted by an
active regulatory agenda and reform,
as well as by active steps taken by
insurers to improve the immature
market practices. The commercial
insurers benefit from the growth of
the energy, electricity and mining
sectors and other affiliated infrastructures. M&A activities are rising,
as new investors are being attracted
to the continent and interregional
activity is increasing, especially from
South Africa.
HÖH: What special aspects of international insurance programmes must
be considered?
OLEA: We are overseeing an
increasing number of pan-African
insurance programmes at OLEA. As
there are different regulations for

insurance policies in Africa, compliance with the local standards
of each individual market is really
crucial. This is a particular challenge
due to there being 40 different
insurance regulations in Africa.
However, it is possible for the share
that has to be placed in Africa due
to regulatory requirements to be
reinsured by renowned international players. The African reinsurers
are rated from A- (Africa Re) to B+
(Continental Re). The minimum
capital requirements were recently
increased from 1 to 5 billion XAF/
XOF (approx. 7.6 million EUR) in
order to ensure that the insurance
companies active on these markets
remain strong and solvent.
HÖH: What regulatory challenges are
companies confronted with? What
insurance policies are mandatory?
OLEA: Insurance policies are increasingly being regulated in Africa.
The CIMA code governs insurance
in 15 different (mostly francophone) countries. It stipulates that
risks of a member country may
only be insured with an admitted
insurer. The local obligatory
shares have also been increased
from 25% to 50% in order to keep
more premiums in the countries
(certain risks such as vehicles or
health are retained completely). It
is also important to bear in mind
that these are “cash before cover”
countries. This means that there
is no cover before the premium
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has been paid. In addition to motor vehicle liability
insurance that is obligatory according to the CIMA code,
the insurance of imported goods is also mandatory.
Even if the insurance in Portuguese- and English-speaking countries is regulated differently, these countries
are increasingly tending to adopt rules from the CIMA
zone (e.g. cash before cover). It also necessary in
certain countries like Ghana, Kenya or Tanzania for local
companies to utilise the local capacities before taking
out offshore insurance
HÖH: There are more than 50 countries with different
languages in Africa. OLEA has established a network of
branches and partner companies to cover such a large area.

our clients. It is very important for us to have a subsidiary
or partner in almost every African country, as the legal
environment, the market and the requirements are very
different from country to country.
We established OLEA Specialities a few months ago
to help our clients with their specific risks, as it is
sometimes difficult to find solutions. We also regularly
use an IT tool that is unique on the African market and
offers our clients and partners access to all data they
need to track their portfolio.
Thank you for your time!

OLEA: OLEA currently has branches in 24 countries
and partners in 12 additional countries. We offer the
same service quality everywhere, no matter whether
French, English or Portuguese is spoken in the country
concerned. That’s why we have appointed a network
country manager in each country, who is able to answer
all queries in English and is employed to deal with
international programmes. We have also appointed a
German-speaker as GrECo nova country coordinator to
look after and help GrECo’s German-speaking clients.

Independent. Flexible.
Premium Quality.

HÖH: What do you focus on when advising clients and
what special skills have you developed?
OLEA: The OLEA management team is based in Paris and
consists of approximately 10 people. We know Africa very
well and regularly spend time at our subsidiaries in order
to understand market developments and the needs of

Jonathan Höh, Msc
GrECo nova
Network Coordinator
T +43 5 04 04 354
j.hoeh@greco.services

GrECo nova is a global specialist
insurance broking network, which
provides our clients with decisive
benefits in all their global ventures.
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GrECo with a strong presence in Poland

Poland is the second largest
insurance market in the GrECo
Group and a very important part
of the Group business. The Polish
colleagues are a well-coordinated
team that goes through thick and
thin together.
GrECo has been active in Poland for
20 years. In addition to its headquarters in Warsaw, GrECo opened two
additional branches in Gdansk and
Katowice in 2012 in order to strengthen its presence. Since 2017 GrECo
Polska has also been present in
Wroclaw, the capital of Lower Silesia.
"We have built up a professional
team in a familiar atmosphere. We
currently have about 50 highly-qualified employees working for us, so
we are not a typical international
giant. The manageable size of the
Polish workforce and our personal
approach enable us to build close
relationships both among ourselves
and with local clients and brokers,”
says Paweł Paluszyński, General
Manager of GrECo Polska.
The team at a glance
The Polish team has many longstanding employees, some of
whom have been providing individual support to their clients
with great empathy for more than
ten years. Twenty-seven of these
employees have been with GrECo
for five years or more and have
become great friends.
Paweł Paluszyński has been
managing GrECo Polska since 2015.
His employees appreciate his commitment and perseverance, and
his friendly and amenable nature.
According to his office, he is the
right person in the right place. He
is supported by Joanna Tkacz, an
experienced office worker who
combines the usual assistant activities with addressing marketing and
human resources issues.

Women-friendly and
well-structured
The Polish team has a female quota
of 62%. Alina Aleks has been a
female member of GrECo Polska’s
management team since March.
Alina is responsible for Finance &
Administration and is in charge of
accounting, administration and
revenue management alongside
three other employees.
The Warsaw team consists of 40
people and, aside from Finance &
Administration, also includes the
largest region in Central and Eastern
Poland headed by Grzegorz Komosa,
International Business, Risk and Underwriting and several Practice Groups.
The new Construction & Real Estate
Practice, under the leadership of
Marcin Demiańczuk, is responsible for
the management of major construction projects. Michal Olszewski, who
heads the Energy, Power & Mining
practice, is responsible for handling
industrial risks requiring reinsurance.
Other specialties of GrECo Polska are
Financial Institutions, Church Institutions & Healthcare.

them to achieve outstanding results.
They have been specialising in
public tenders and cooperation
with municipal companies for a
number of years.
The regional managers in Wrocław
and Katowice, Ireneusz Konecki
and Wojciech Słobosz, are currently
reorganising their teams.
Paweł Paluszyński: “We have been
experiencing a dynamic development with institutional clients in
recent years. This has meant we’ve
been able to change the structure
of our portfolio. In 2019, we placed
over 153 million PLN in premiums,
133 million PLN of which were from
non-motor insurance policies.”
This success proves the Poland
GrECo team right – 2019 was the
best year in the Polish company’s
history so far.

Warsaw is also home to the successful and professional Health & Benefits
team headed by Hubert Pulinski. Four
colleagues work professionally and proficiently in this field to the complete
satisfaction of their clients. Life
insurance policies make up 15% of the
portfolio and this number is on the rise.
The credit insurance division managed
by a team of three experts is also developing very positively. The Liability &
Financial Lines division is also gradually
developing within the company.
Our regional proximity strategy
The four-member team in Gdansk is
very efficient and is led by Regional
Manager Tomasz Słodkowski. The
team members work well together
and are great friends, which helps

Joanna Tkacz
Assistant to the Board
T +48 22 39 33 452
j.tkacz@greco.services

Identify risks and seize
opportunities!
The success of a company depends on how it deals with
the daily challenges. With a professional and dynamic risk
management system, the constant growth and changes
in the risk landscape can be controlled and the resilience
against black swan events can be strengthened.
Finanzinstitute
zahlreichen Risiken ausgesetzt, die auch
GrECo JLT sind
Specialty
existenzbedrohend
www.greco.services
Constructionwerden können. GrECo JLT informiert über
die Financial Lines - versicherbare Risiken für Banken.

GrECo
JLTclients
Specialty
What our
say
Financial Institutions

